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Subject: Establishment of Information Security Division headed by cISo as per cEA (Cvber

Securitv in Power Sector) Guideli nes. 2021

To comply with the Article 5 of the CEA (Cyber Security in Power Sector) Guidelines,202l,

Information Security Division (tSD) is hereby constituted with the following members headed by

CISO, WBSEDCL for upholding the IT-OT security posture of WBSEDCL.

Functional Area Na me Designation

CISO Mrinal Kanti Das Addl. CE & CISO, IT Cell. WBSEDCL

Program Lead (OT) Debashis Pal Addl. CE. Communicalion Cell, WBSEDCL

Program Lead (lT) Suparna Sen Addl. CE, IT Cell, WBSEDCL

System Administration Biman Sen SE & Alt. CISO, IT Cell, WBSEDCL

Program Coordinator and PolicY

& lnlernal Audit Manager

Ahmed Raza DE (lT&C), lT Cell, WBSEDCL

Amlan Sarkar DE( lT&C), IT Cell, WBSEDCL

Database Administration Soumen Mondal DE( IT&C), IT Cell. WBSEDCL

Application Manager (lT)
Subhadeep Das

Sairna Izhar

DE( IT&C), IT Cell, WBSEDCL

DE IT&C IT Cell, WBSEDCL

lication Man et o Pritam Das DE IT&C Communication Cell. WBSEDC L

Mrigendra Singh AE IT&C IT Cell, WBSEDCL

Otfice Support
Anusrita Samanta Sr. O.E., IT Cell. WBSEDCL

Arka Chakraborty Sr. O.8., IT Cell WBSEDC t,

The Scope of work as stipulated in the CEA (Cyber Security in Power Sector) Guidelines.

2021 . WBSEDCL that Information Security Division (lSD) must:

i. have on-boarded Cyber Swachhta Kendra (CSK) of CERT-ln'

ii.havetimelyactedupontheadvisories.guidelinesanddirectivesofNCllPC,CSK,CERT.
ln and Sectoral CERTS.

iii. have deployed an lntrusion Detection System (lDS) and lntrusion Prevention System (lPS)

capable ofidentifying behavioral anomalies in both lT as wetl as OT Systems'

iv.sharereportsonincidentresponseandtargetedmalwaresampleswithCERT-In.
v. update the firmware/ software with the digitally signed OEM validated patches only'

vi. enable only those ports and services that are required for normal operations. ln case ofany

emergency the procedure as laid in Access Management be followed'

vii. maintain firewall logs for the last 6 months duration. Firewall logs shall be analyzed and

allcriticalandhighseveritycommentsshalIbeaddressedforeffectiveclosure.
viii. retain the document of FAT, SAT test results and report/ certificate of cyber tests carried

out for compliance ofGovernment Orders and Cyber Security Audit'

ix.maintainallcyberlogsandcyberfbrensicrecordsofanyincidentforatleast90days.

I

Network lnfrastructure Manager



Some ofthe other functions to be performed by ISD are as follows: -
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AsperArticlel(g)oftheCEAGuideline,202l,ResponsibleEntityie''WBSEDCLshall
be solety ."rponi-ibl" to get cyber Security policy implemented through its lnformation

Security Division (lSD).
es f.rini"f. z(u) of ine CEA Guideline, 2021, rhe Responsible Entity i e'' WBSEDCL

,huil 
"n.rr" 

that ihe lnformation Security Division shall draw the list of all communicable

.luipr"rtltytt"rns nearing end life or are left without support from OEM Thereafter'

i-ii5,rrlr identify equiprient/ systems to be phased our from the list drawn, firm up their

replacement plan 
-and 

pur ,p tt" replacement plan for approval before the Board of

Directors.
er p.iar,i"l" l0(d) of the CEA Guideline,202l. the Responsible Entity i'e'' WBSEDCL

shafi mandatorily designate an Officer along with his/ her standby by name and

a"rig""ri", and erpo*:"r them to declare an occurrence of the incident(s) as ''Cyber

Ciirir". ff," contact details ofthese Oflicers shall be updated in the C-CMP within l5 days

of changes, if any, due to transfer or superannuation, etc'

nr-p".-anr"l. iital or the CEA Guideline, 2021, the CISO shall be accountable for

"nr.iri"g ""ior""r"nt 
of C-CMP by lnformation -security 

Division of the Responsible

ir,irv, irti"g a cyber-crisis, as and *hen declared by the designated Officer (refer Article

l
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l0(d)).

ThelsDshallberesponsiblefortheimplementationandfo|low-upofthecomplianceofthe
CEA ii;;d"line. 2021 andjnroiration Technology (lnformation Security Practices and Procedures

for protected System) Rules, iOia tnrorgt o-ui WBSEDCL's sites having intensive IT-OT

in frastructure.

The ISD shalt look after the lT/ Cyber security activities of WBSEDCL as per the guidelines of

IT Security Policies and Procedures of WBSEDCL

The ISD shall co-ordinate with the IT Security consultant and IT Security Auditor of

WBSEDCL for the work related to lT/Cyber security'

TheISDshallalsoberesponsiblefortheworkrelatedtocompliancewiththe^advisories/
grio"ri^ir 

'f;;;;, 
State Goiemment and central Government Agencies entrusted for the work

of IT-OT securitY.

TheISDmayco-optmembersfromotherfunctionaldepartments/locations/organization.if
req u ired.
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Memo.No. WBSED CL IBC I 59 I I 47 (l 7 2) Dated: 27.06.2022.

Distribution:

l. Advise(S&V),WBSEDCL.
2. Legal Adviser, WBSEDCL.
3. Advisor (Recruitmen$, WBSEDCL.
4. Chief Engineer: Dist./Dist. Planning/RE/Dist. Projects-l/llll ll/Commercial/Hydel/EMD/PTP/Regulationi

CRM/P&C/DTD/PIDD/PSPD/PPSP/Turga/R&EM/Solar/HydelConstn./Communication/Corp.Monitoring,WBSEDCL
Chief Engineer (lT), WBSEDCL- with reqnest for uploading this Circular in the Websit€ of the Company.
Chief Engineer & Project Manager, PPSP HQ, WBSEDCL.
General Manager:(HR&A): Corp./T&D and PM, WBSEDCL.
Ceneral Manager(F&A): Corp./lA, WBSEDCL.
Company Secretary, WBSEDCL.
Project Manager, PPSP SiIe/RHP/TCFHP/TPSP/JHP, WBSEDCL. t
Addl. Chief Engineer, Safety/EMD/S&LP, wBSEDCL.
Oflicer on Special Duty. wBSEDCL.

13. Chief Vigilance Officer, WBSEDCL.
14. Zonal Manager: Kolkata-/Burdwan/Midnapur/ Berhampur/ Siliguri Zone. WBSEDCL
15. Addl. Genl. Manager (HR&A): SSC/CLM/Corp./ES ER-1./Dist./Legal/Vigilance/ES ERJl/Recruitment & Manpower

planning/pTP/PSPD/Common Service Cell/HCM Core Team/HRDD/Project-ll/Land Acquisition/ Board Cell.

WBSEDCL.
16. project Manager: Siliguri/ Raiganj/ Berhampore/ BarasV Burdwan/ Jalpaiguri/ Coochbehar/ Malda/ Balurgha,

Muishidabad-Nadia/ West Midnapur/ East Midnapur/ Bankura/ Baruipur/ Howrah-Hooghly/ Suri RE Project.

WBSEDCL.
17. Addl. Genl. Manager (F&A): Corp.-Finance/B&A/MlS-ESTB/Terminal Claims/ Hydel/Dist../RE/ P&C,/ lnternal

Audit/Pro_iect-l l/ lT, wBSEDCL.
. Advisor (Corporate Communication), WBSEDCL.

. Chief Medical Officer, WBSEDCL.

. Resident Director, Liaison Office, New Delhi. WBSEDCL

. Chief Security Officer, WBSEDCL.

. Adviser (Land)/Chief Land Officer,Land Acquisition Cell, WBSEDCL

. Sr. Manager (F&A/(HR&A), Indirect Taxes/ Budget/ Estb. Corp/ CMC/ EMD, WBSEDCL

. negional"tvtanager: North 24-Parganas/ South 24-Parganas/ Bidhannagar/ Howrah/ Hooghly/ Purba. Bardhaman/ Pascl nr

Baidhaman/ Birbhum/ purba Medinipur/ Paschim Medinipur/ Bankura/ Purulia/ Nadia,r Murshidabad/ Malda,/ Uttar
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Dinajpur/DakshinDinajpur/Jalpaiguri/Darjeeling/Alipurduar/coochbeharRegion,WBSEDCL.
ZS. pirisionat Manager: 6ehala/BarulpurlCaria,l DLmond Harbour/ Canning/ B idhannagar-l/Bidhannagar-l l/ Howrah-li

Ho\^rah-ll/ Ulube-ria/ Banackpore/ Naihati/ Barasat/ Basirhat/Habra/Bongoan/ Serampore/ Singur-Haripal/ Tarakeswar/

Arambag/ chandannagar/ Mogra/ Kalna/Katwa/Memari/Burdwan North/Burdwan South/ Durgapur/ Asansol/ suri/

nampur[aVeotpua iamluk/ 
"Contai/ Haldia /Ohatal/ Midnapur/ Kharagpur/ Bankura/ Bishnupur/ Purulia'-n"gii*",f,p*li"ryani/ 

Krishnagar/ Tehatta./Berhampur/Kandi/ . Raghunathgani/ North Malda./. South Malda/Uttar

oiiajpur/ 
'Dakshin Dinajpur/ Jilpaiguri/Domkal/J iagunj/Alipurduar/ Coochbehar/ Darjeeling/Siliguri Town/ Siliguri

Suburbon / Kurseonf islampuri 
-Kalimpong/Mal/tU;thabhanga/Belda/ Egra./ Ihargram/ Kha6a/ Nakashiparai

Kakdwip/BhangarNew Town/Balurghar/Ranaghat Division. WBSEDCL. - for further CirCUlAtiOn as may be

required under their jurisdiction'
26. p.S. to Chairman and Managing Director/Chief Financial Officer/ Director (R&T)/ Director (HR)/ Director (Dist)/ Director
-- 

(projects)/Director (Gene;on)/ Executive Director(lT)/ Executive Director(comml), wBSEDCL.


